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Maxime Véron, Olivier Marin, Sébastien Monnet, Zahia Guessoum

Laboratoire d’Informatique de Paris 6 / CNRS
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Abstract—Refereeing for Massively Multiplayer Online Games
(MMOGs) currently relies on centralized architectures, which
facilitates cheat prevention but also prohibits MMOGs from
scaling properly. Centralization limits the size of the virtual
world as well as the number of players that evolve in it. The
present paper shows that it is possible to design a peer to
peer refereeing system that remains highly efficient, even on
a large scale, both in terms of performance and in terms of
cheat prevention. Simulations show that such a system scales
easily to more than 30,000 nodes while leaving less than 0.013%
occurrences of cheating undetected on a mean total of 24,819,649
refereeing queries.
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I. INTRODUCTION

Massively Multi-player Online Games (MMOGs) aim at

gathering an infinite number of players within the same virtual

universe. Yet among all of the existing MMOGs, none scales

well. By tradition, they rely on centralized client/server (C/S)

architectures which impose a limit on the maximum number

of players (avatars) and resources that can coexist in any given

virtual world [1]. One of the main reasons for such a limitation

is the common belief that full decentralization inhibits the

prevention of cheating.

Cheat prevention is a key element for the success of a game.

A game where cheaters can systematically outplay opponents

who follow the rules will quickly become unpopular among

the community of players. For this reason, it is important for

online game providers to integrate protection against cheaters

into their software.

C/S architectures provide good control over the computation

on the server side, but in practice they are far from cheat-proof.

A recent version of a popular MMOG, namely Diablo 3, fell

victim to an in-game hack that caused the game’s shutdown

for an entire day [2]. Given that centralized approaches are

neither flawless security-wise nor really scalable, obviously

there is room for improvement. Cheating and the issues it

raises for both centralized and decentralized approaches are

discussed further in Section II.

This paper presents a scalable game refereeing architecture

that monitors the game both efficiently and securely. Our

approach uses a peer to peer (P2P) overlay to delegate game

refereeing to the player nodes. It relies on a reputation system

to assess node honesty and then discards corrupt referees and

malicious players, whilst independent processes in the game

challenge nodes with fake game requests so as to accelerate

the reputation-building process.

Our main contribution is a decentralized approach for game

refereeing (see Section III) that scales easily above 30,000

nodes and allows to detect more than 99.9% of all cheating at-

tempts, even in extremely adverse situations (see Section IV).

II. THE APPEAL OF DECENTRALIZED ARCHITECTURES FOR

ONLINE GAMES

Scalability is a crucial issue for online games. As mentioned

earlier, the current generation of MMOGs suffers from a limit

on the size of the virtual universe. In the case of online

roleplaying games, the tendency is to team up in parties to

improve the odds against other players and the game itself.

Being unable to gather a party of avatars in the same virtual

world because there are not enough slots left on the server

is a fairly frequent cause for frustration amongst players. The

limitation on the scale also has consequences on the size and

complexity of a virtual world. Players usually favor games that

offer the largest scope of items/characters they can interact

with.

The lack of scalability in the current trend of online games

is mainly due to their C/S architecture [1]. Although the server

may be a virtual entity composed of multiple physical nodes,

its capacity remains the main limitation in terms of data stor-

age, network load, and computation load. To compensate for

this, game providers create multiple universes, either partitions

of a global universe (like Second Life islands) or parallel

universes (like World of Warcraft realms). At great cost, this

does increase the overall number of concurrent players, but it

still does not allow in-game interactions between two players

from separate universes. To give some idea of the magnitude of

this problem, unofficial sources estimate the maximum number

of avatars per World of Warcraft server to be around 15,000;

the total number of World of Warcraft players reaches beyond

11,000,000. The creation of multiple universes does not allow

to enhance the complexity of the virtual world either.

Most decentralized architectures usually scale far better than

C/S architectures. A decentralized solution could allow to re-

move the limitations on the number of concurrent players and

on the complexity of the virtual world, or at least relax these

limitations significantly. One argument against decentralization
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is that cheat detection is very hard to enforce in a distributed

context, and it may thus be less effective.

In a C/S architecture, the server side acts as a trustworthy

referee as long as the game provider operates it. Let us take

an example of a player who tampers with his software copy to

introduce illegal movement commands. This provides an unfair

advantage to the cheater as his avatar then acquires the ability

to instantly reach places where it cannot be attacked. All it

takes for a centralized server to set things right is to check

every movement command it receives from player nodes. Such

a solution will have a strong impact on the performance of

the server, and especially on its ability to scale with respect

to the number of concurrent avatars. It is possible to reduce

the computational cost of this solution by skipping checks of

the received commands. However, it entails that some cheating

attempts will succeed eventually.

There are also cheating attempts that a C/S architecture is

ill-fitted to address. A player about to lose can cancel a battle

by launching a DDOS attack (distributed denial-of-service [3])

on the server and causing its premature shutdown. A decen-

tralized architecture would be far more resilient against such

an attack.

In a decentralized architecture, it is not easy to select

which node or set of nodes can be trusted enough to handle

the refereeing. For instance, let us roll back to the example

where a player node sends illegal movement commands. A

naı̈ve approach could be to delegate the refereeing to the

node of the cheater’s opponent. Unfortunately this would

introduce a breach: any malicious player node could then

discard legitimate commands to their own advantage. As a

matter of fact, delegating to any third party node is particularly

risky: a malicious referee is even more dangerous than a

malicious player.

Reaching a referee decision by consensus among several

nodes boosts its reliability. Since it is both hard and costly for

any player to control more than one node, the trustworthiness

of a decision grows with the number of nodes involved. On the

other hand, involving too many nodes in every single decision

impacts heavily on performance. Even in a P2P context with

no limit on the number of nodes, waiting for several nodes to

reach a decision introduces latency.

In this paper, we present a decentralized approach which

delegates referee decisions to player nodes. It picks referees on

the basis of their reliability, the latter being assessed by means

of a reputation system. We also detail our experimental results,

which show that a simple vote among a small number of

referees increases the trustworthiness of decisions significantly

without impeding the scalability of the system.

System model and failure model

Our system adopts a P2P overlay similar to [4] or [5].

These structured overlays induce our base hypotheses. There

is no limit on the total number of player nodes. Player

states are stored/replicated on network nodes and every player

node maintains a list of geographical neighbors. The game

downloading phase is considered complete: all static game

content is installed on every node. All data exchanges are

asynchronous. Nodes communicate by messages only; they

do not share any memory.

Both the player and the referee codes and protocols can

be edited by third parties: our approach aims at detecting and

addressing such tampering. The matchmaking system, the part

of the game software that selects opponents for a battle, falls

out of the scope of this paper. Leaving it on a centralized server

would have little or no effect on the overall performance, and

we assume it to be trustworthy.

We want our distributed approach to at least match the de-

gree of protection guaranteed by traditional C/S architectures.

For this purpose our solution addresses all of the following

failures : delays or modifications of the communication pro-

tocol, modifications of stored data, denial of service attacks,

collusions between two nodes. Our goal is to ensure a low

cheat rate even when these failures occur.

Some malicious behaviours, such as gold farming and phish-

ing, involve legal actions within the game. These are neither

fully detected nor resolved by current C/S architectures. We

do not address them in this paper.

In order to scale, our decentralized architecture requires

trustworthy nodes to act as referees. It is risky to confer

referee statuses indiscriminately, as it provides an easy way

for dishonest nodes to turn the game to their advantage. Hence

our solution relies on the availability of a distributed reputation

system in order to identify the most trustworthy nodes. Any

such system [6] would work, as long as it collects feedback

about node behaviors and computes values that describe these

behaviors. We conducted our experiments with our own in-

built reputation system, but its description falls out of the scope

of this paper.

III. DESIGN OF A DECENTRALIZED REFEREEING SYSTEM

The main goal of our approach is to provide efficient means

for cheat detection in distributed gaming systems. In this paper,

we focus on player versus player fights. The cheat detection

mechanism is based on the use of particular peers called

referees. To avoid collusions, a player should not have the

ability to select a referee. For this purpose, our architecture

relies on a reputation system to discriminate honest nodes from

dishonest ones. This allows to pick referees among the more

trustworthy nodes.

We determine whether a node acts honestly by fixing a

threshold T on the reputation value. The value of T is highly

dependent on the game design; it must be set to the best trade-

off between cheat detection and efficiency. A node will only

consider another node as a potential referee if its reputation

value increases above T .

Once selected throughout the P2P overlay, referees act

as servers/super-peers for the other nodes. Any node in the

network may become a referee, as long as it keeps carrying

out honest transactions. Resources that were required by the

servers in the C/S model are now fully distributed in the peer

to peer network.

A. A generic protocol for refereeing in-game battles

Every game player possesses a unique game identifier and

associates it with a network node, typically the computer on
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which the player is running the game software. Every node

runs the same game engine: the code that defines the world,

rules, and protocols of the game. An avatar represents a player

within the game world. Data describing the dynamic status of

the avatar is called the player state; it is stored locally on

the player’s node and replicated on other peers to prevent its

corruption. Every node also maintains both a list of the player’s

immediate neighbors within the virtual world of the game, and

a list of neighbor nodes within the P2P overlay.

Figure 1 depicts our decentralized refereeing approach.

An initialization phase allows the reputation system to gain

sufficient knowledge about every node behaviour. Afterwards,

any node can decide to initiate a battle with any other node,

and asks one or more referees to help arbitrate the outcome.

A battle between two opponents comprises one or more fights

until a victory emerges. During a fight, every referee monitors

the game commands sent by both opponents, and then decides

the outcome of the fight based on the game data and on the

correctness of the commands.

Launch fights

Fighting

Results

Randomly choose ennemies to fight with

Initialisation

Incorrect nodes are punished by

Incorrect nodes send faked
actions or states

If both nodes are correct,
fight continues

Correct nodes’ reputation values
are raisedlowering their reputation value

Fake fights are launched to test referees

Fig. 1. Summary of our decentralized refereeing protocol

A classic issue for applications supported by reputation

systems is the launch. As there have been no transactions

carried out yet, it is impossible to identify trustworthy nodes.

The same problem holds for assessing the reliability of new

nodes that join the application.

We solve this issue by hiding fake requests into the flow of

legitimate refereeing requests. Upon reception of a refereeing

request, a node can not know whether it is fake or legitimate;

it will therefore have to consider every request as legitimate.

This accelerates the reputation assessment among nodes, and

also discourages cheating attempts: tampering is already risky,

why would one try it for potentially no benefit?

At game launch, all requests are fake until the reputation

system can deliver reliable reputation values. When the repu-

tation system is ready, players can initiate “real” battles under

the supervision of one or more referees.

Once a battle has been initiated, the opponent nodes can

create events they send to referees. Those events are based

on the current player states. There are two types of events :

actions describing inputs and states containing player states.

In our model, a cheater is a player who tries either to (a)

makes up an event which does not match his state according

to the game engine, or (b) delays the emission of an event.

Upon receiving an event from a player, a referee checks

if the event is valid before transferring it to the player’s

opponent. Events are thus exchanged between two opponents

under the supervision of one or more referees, until an event

allows to end the battle and declare a winner. If a cheater

attempts to declare himself a winner illegally, both the referees

and the opponent will detect the attempt.

In order to optimize cheat detection, our system picks

referees among the trustworthy nodes that belong to the

neighborhood of the player nodes. Let us remind you that

trustworthy nodes are those whose reputation is above a fixed

threshold. Player nodes involved in a battle are excluded

from the corresponding referee selection, as self-refereeing is

prohibited for obvious reasons.

Since reputation values are dynamic, it is possible for a

referee to lose its trustworthiness in the middle of a battle.

In this case, the battle is cancelled: all refereeing requests are

tagged as fakes and will only be used as information for the

reputation system.

B. Cheat detection

Every fight constitutes an event which one of the opponents

may try to corrupt to his advantage. Our refereeing system

verifies events as follows.

Any player node can create events based on the game

engine. In order to change the state of its avatar, a player node

must issue a refereeing request containing an event description.

Upon receiving two descriptions associated with the same

event –one for each opponent–, a referee will use the game

engine to verify:

• the initial state and its consistency with the replicas stored

in the P2P overlay;

• every action, to assess whether it is coherent with the

player state;

• the new state of every opponent, to ensure that the actions

got applied;

• victory announcements if any, to prevent the most obvious

cheating attempts.

A battle triggers a loop of verifications on the referee

(Figure 2); one verification per fight until a victory occurs,

or until the battle gets cancelled.

Fig. 2. Referee automaton used to analyze a full fight.

Referees for a same battle send their decisions back to

the player nodes directly; they don’t communicate to reach

a consensus. This does not introduce a breach in our security,
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as we can detect incorrect players while they try to cheat

on decisions. Our architecture systematically detects cheating

attempts, whether they come from a malicious player or from

a malicious referee. If one of several referees sends a wrong

decision to the players, the players will detect the inconsis-

tency. If an incorrect player decides to take into account the

wrong decision, correct referees will detect an incorrect player

state at the next iteration. Finally, if a wrong decision turns an

incorrect node into a victory, and if the incorrect node omits

to send a message to claim its victory, both its opponent and

the referees will eventually consider it as malicious.

C. Multiplying referees to improve cheat detection

One referee isn’t enough to ensure that our approach is

sufficiently cheat-proof. A malicious node can temporarily

send correct responses to gain a good reputation, and then

issue corrupt decisions if it manages to acquire a legitimate

referee status. Associating more than one referee with the same

battle counters such behaviors.

The first advantage of this approach is that it improves the

detection of malicious referees. The probability of picking N

malicious referees at the same time is considerably lower than

that of selecting a single malicious referee.

The second advantage is that it helps to prevent collusions

between a player and a referee. Collusion is a costly strategy,

and the cost grows exponentially with the number of nodes

involved. This is even more true with our approach since:

• a player cannot influence the selection of the referees,

• colluders must first work to obtain good reputations

before starting to cheat,

• and a node can never know whether it is handling a

legitimate or a fake refereeing request.

We analyzed the impact of the number of referees on the

efficiency of the cheat detection and on the overhead. The

results of this analysis, along with other results, are presented

in section IV.

IV. PERFORMANCE EVALUATION

This paper aims at offering an alternative refereeing system

to the C/S architecture in the MMOG context. The overhead

generated by our solution must be kept low in order to allow

scalability and to offer a user experience that is indistinguish-

able from the C/S performances.

In order to be able to compare our approach with the

client/server one, we define a server as a computer able of

handling all the network nodes. This way we can sum the

loads of all the nodes we ran in simulation as if we had to

connect them to a single server.

A. Simulation setup and parameters

Our simulations are based on the discrete event simulation

engine of peersim [7]. To test our performance criteria we have

run more than 40 day-long simulations.

Our metrics are:

• the percentage of undetected cheat,

• the network bandwidth consumption,

• the amount of latency added.

The size of our network: it is set to the biggest value our

simulator could handle running on our test computers: 30,000

nodes. It is bigger than the usual client/server limit that prevent

game companies to create worlds with more than 15,000

concurrent players with an acceptable quality of service. We

also ran some short simulations with up to 60,000 nodes that

showed the same behavior as with 30,000 nodes. Our approach

seems to behave nearly independently from the number of

nodes in the network. We however ran it at 30,000 nodes

because of the required amount time and memory.

Latency: it is chosen uniformly at random between 10 and

40 ms for each message, this range of values is nowadays

pretty common when connected to a server. The latency

overhead of our solution is then be calculated by logging the

delay that our messages implies over the gaming messages

sent to a server.

Bandwidth consumption: it is obtained from every message

sent in our simulation. It is easy to calculate how many

messages are emit, or how many messages with a particular

content are sent. We can then correlate messages’ content and

real memory usage of data such as integers or float to compute

a realistic messages size.

CPU load: we gave 1 ”point cpu load” to every action/state

creation (cpu usage related to the game) and to every ac-

tion/state test (cpu usage induced to our approach). Notice

that this method overestimate the overhead induced by our

approach. In a real implementation the tests cost is really small

compared to the other CPU dependent operations a game can

produce (such as light and shadow computation).

Tolerated cheat ratio: As it is hard to find numbers of real

game cheats that goes undetected, we decided that this number

must be the lowest possible, while keeping the scalability of

P2P and low network usage.

B. Incorrect nodes ratio

It is important to understand that a person using the service

may want to cheat as a player, but may not want to disturb

other players. It may also be the opposite as some people want

to only damage the system and do not want to play at all. This

is why our two ratios are not related and implies that a player

part of a node or a referee part of a node can be correct or

incorrect independently.

Even if we often find in literature that 5% is a high value

when we consider incorrect nodes in peer to peer networks,

we fixed the number of player who will potentially cheat to

30%. Our number of incorrect referees is set to 10%.

We set incorrect referees to only 10% of our network to let

more fights happen. If there is not enough good referees in the

network we can not let enough fights happen, and cheat will

not emerge as fights can not be done. So we needed a lower

value of cheating referees.

If we move the number of incorrect referees between 0%

and 45%, it does not change the number of undetected cheat,

which remains under 0,013% in our 20 simulations. So we

keep 10% of incorrect referees, which remains a high value.

Our simulations shows that the number of possible fights

decreases as while the number of incorrect referees increases,
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which means that the incorrect referees are well detected and

avoided. These results are shown by Figure 3. The near-0

numbers of possible fights at the end are due to the fact that

30% of incorrect players are added to the number of incorrect

referees, which implies that nearly 75% of our network is

potentially made of incorrect nodes.
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Fig. 3. Number of possible fights as the proportion of correct referees
decreases

As long as the number of correct nodes/referees remains

high enough to make some fights together, the solution works.

But, with more than 45% incorrect referees and 30% incorrect

players, the system hardly finds a good set of correct referees

and two correct nodes to start and finish a fight.

C. Results

CPU overhead: as we explained our CPU overhead is

closely related to the number of referee we use. It appears

that, even with our optimization of tests, the approach using

5 referees presents a to big overhead to be used. If nowadays

a game uses an average of two CPU cores, we can consider

that a quad-core processor can handle a maximum of 100%

CPU overhead.

We compute in table I the values of CPU overhead com-

pared with the value of CPU overhead that would be needed

for letting only 1% cheat go undetected.

Number of referee One Three Five

CPU overhead 27,85% 64,59% 210,56%

Cheat percentage 1,17% 0,0128% 0,0099%

CPU overhead

for relative 1% 32,6625% 0,83% 2,10%

cheat undetected
TABLE I

CPU OVERHEADS

This shows how our ”many-referees” approaches are CPU

cost efficient compared to the single referee one, especially

the 3 referee approach.

Latency overhead: first, we need to see if our protocol is

not adding too much latency to the game itself. So we log

the latency overhead for each message. Our results show that

we add a latency comparable to one message latency between

two nodes in our network: 40ms. This is caused by the two

way communication between referees and peers. A message

no longer goes to the server but needs to go through a peer,

which latency is higher than the one a server would have.

Even if we consider a slow network of 100ms latency, it

will still be 200ms, which remains affordable.

Bandwidth overhead: we measure that our solution uses

only a mean of 4KB/s per node when it is stabilized, compared

to the 40MB/s that would be needed on a single server (as

shown by Figures 4 and 5).
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The network peak in the client/server architecture goes up to

67MB/s which is, in reality, impossible to handle for a single

computer. In an actual game, the server would have gone down

and players would have been disconnected. It is common to

see this behavior in existing games.
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Fig. 5. Server relative bandwidth usage over time

Our approach is based on a reputation mechanism. Its

ranking provides the ability to discriminate trusted referees.

The network cost of such a mechanism may remain low:

we analyze how much bandwidth our own in-built reputation

mechanism uses in those 4KB/s. It appears that, compared

to the real size of the game protocol messages, it uses only

around 1.5% of all network data sent (as illustrated by Figure

6).

V. RELATED WORK

There has been significant research on P2P overlays for

online games. Several approaches, such as Colyseus [8],

BlueBanana [9], and Solipsis [5], aim to adapt the positions of

the nodes in the network to the needs of the applications. This

makes them suitable for MMOGs. Colyseus is efficient enough

to support FPS games. MMORPGs have lower update rates

and have much smaller per-player bandwidth requirements
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Fig. 6. Bandwidth consumed by the reputation system

than FPS games [10]. BlueBanana and Solipsis adapt the

network overlay to the avatar mobility. Unfortunately none

of these approaches address the issue of cheating.

To deal with this open issue, [4], [11], and [12] propose

distributed cheat detection mechanisms. In [4] and [11] the

authors use trusted entities to handle security, and in [12]

super-peers are used as proxies for the overall security. They

gather all the information required to create a decentralized

and secure approach for MMOGs, and introduce the concept

of distributed refereeing into the P2P network so as to implant

trusted entities. Since every action in a game can be discretized

into small events, the analysis and arbitration of actions

received from the game clients are delegated to those entities.

These solutions introduce the basic mechanisms for fully

decentralized P2P gaming. However they do not tolerate a high

number of incorrect nodes. Note that our approach is quite

similar to RACS [11]. However, RACS limits the arbitration

to a single referee. It deals neither with cooperations amongst

multiple referees, nor with the selection of trusted referees.

Another type of approach is to mix the benefit of P2P

load balancing with a centralized server, as does [12]. Such

hybrid approaches also need to identify trusted nodes in the

network in order to delegate arbitration tasks. Although this

helps the server when it comes to handle a lot of CPU

heavy operations, the maximum number of concurrent players

will remain bounded, and orders of magnitude below the

requirements of MMOGs.

Our solution can make use of any fully decentralized

reputation system to identify potential referees. It relies neither

on region controllers nor on chosen nodes of the overlay.

Moreover our approach allows to delegate every arbitration

to multiple referees. As our simulations show, this provide

the ability to offer efficient cheat detection without hindering

scalability.

VI. CONCLUSION AND FUTURE WORKS

Fully decentralized, peer to peer architectures for MMOGs

are emerging. However, they face a major problem: it is hard to

control the respect of the game’s rules in a fully decentralized

architecture.

We propose a solution based on a reputation system. The

evaluation of our approach shows that it is possible to provide

an anti-cheat mechanism in large-scale peer to peer MMOGs

without degrading scalability. We manage to get as few as

0,0128% of cheat undetected while having in average up to

40% of incorrect nodes. Moreover we calculate that a server

would need at least 40MB/s of network bandwidth to handle

the same amount of nodes we use, compared to the small

7KB/s maximum per node of our network.

We now plan to extend our approach to other kinds of

cheat, for example when players try to cheat versus the

environment. We are also working on enhancing our current

solution by limiting the number of tests when the system is

stable, improving the CPU usage without degrading detection

accuracy.

We also plan to design a multi-agent based referee system.

Agent-based systems provide various behaviors and rich inter-

actions between referees. Bad referees could be removed and

replaced when they are detected, excluding incorrect nodes

from the network, or new behaviors can emerge such as

detecting if a player account has been stolen and many other

bad players behaviors.
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